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Extinde Ascunde

PexoMeHpaI My 110 IOBHIUIEHNIO 6€30I1aCHOCTH IIPM UCIIOJIb30BAaHNMN

IJIaTEXXHOM KapTO4YKU

PexoMeHZaII UM II0 6e30nacnomy MCIIOJIb30BaHMIO IIJIaTEXXHOM KapTO4YKHN B

dusnueckon cpege

Vnpaenennue PIN u

ApyruMu xogamu /

IIaponsaMu

IIpyMmeHeHUE
KOJIMYECTBEHHBIX
npepesnoB Ha
e)Xxef[HeBHble

omepanum,

OCYILIeCTBIIEHHEIE
IIaTeXHOMN

KapTOYKOM

I[IpuMeHeHME MeD

NPeAOCTOPOXKHOCTH

Xpanenue PIN-kopa B cekpeTe, koga CVV2 / CVC2 / CID unu imo60oro

APYyToro 1apois, CBSI3aHHOI'O C MCIIOJIb30OBaHMEM TIJIaTEeXHOM KapTO4KH

He coo6uiarite PIN-KOf HUKOMY, faXke WiIeHAaM ceMby (HMKTO He
uMeeT npaBa 3anpawnBaTth PIN-kog, kog CVV2 / CVC2 / CID unu
060 APYTO¥ Mapoib).

3anmomHuTe PIN-KOf, He 3aIyChlBasi €r0 Ha INIaTEXXHOM KapTOUKe
WY Ha JII060M IPYTOM HOCHUTEJIE.

Haxxe ecniu 3anucanu PIN-xop, ybeguTech, 4TO 3Ta MHGOPMALI M
XPpaHUTCS B 6€30I1aCHOCTH, OTHEJIBHO OT IJIaTeXHOM KapThl.
XpaHNUTe KOHBEPT C YI3BUMBIMY UAeHTUPUKALMOHHBIMY faHHBIMH,
MOJIYYEeHHBIMM U3 6aHKa B MOMEHT IOJNIy4eHusa KapTouky (PIN, CVV2
/ CVC2 / CID) OTAeNbHO OT KapTOUKM, YTO6bl MCKITIOUNUTD UX
OZIHOBPEMEHHOEe XpaHeHMe B ClIy4yae HeCAaHKI[MOHMPOBAaHHOIO
MICIIONIb30BaHMS.

BBoguTe PIN-KOZ OCTOPOXXHBIM CIIOCO60M IIPY COBEPLIEHUN
niaTtexey B POS-TepMuHanax Uiy IIpy CHATUY HaNIMIHbBIX B
6aHKOMaTax 6aHKa, YTO6b] M36€XXaTh MX MOLIEHHUYECKOTr'0
BOCIIPOM3Be[[eHMSI U VICIIOJIb30BaHMUA TPETbUMM JIUI[aMU.
Tlepuoguyecky MeHSINTe PIN-xog!l.

He ucnionb3yiTe KOM6MHaALMIO IMdp / 061K ITApPOIIh A JOCTYIIa
KO BCEM IIJIaTeXHbIM MHCTPYMEHTaM.

HeMepeHHO CBSDXUTECh C 6aHKOM M u3MeHNUTe PIN-Kof B citydae
MIOZ03PeHMSI OTHOCUTEJIbHO HECAHKIIMOHMPOBAHHOTIO BIaZIeHUSI UM

OPYIrMMU NMTUIIaMMU.

[ npepynpeXxaeHus MOLIEHHNYECTBA, aKTUBU3UPYIATE OII[MAI0
MIPUMeHEeHMS KOJIMYECTBEHHBIX IIPeJieJIOB I OIepaLiyii,
OCYLeCTBIIEHHBIX IIOCPEeZICTBOM IVIaTEXHO KapTOuKu. IIpeseriom
SIBJISIETCSI MaKCYMMAaJIbHBIM 3HaYeHMeM OIlepaLiyil UIIn
MaKCHMaJIbHOE KOJIMYECTBO Olepaljuif, KOTOPbIX MOXXHO
OCYLIEeCTBIISTH eXeJHeBHO/eXXeHelelIbHO/3a OIpe/ieNIeHH bl IePHOoz
C IJIaTEeXXHOT0 CYeTa, K KOTOPOMY IIPMKpEIJIeHa IyIaTeXXHast

KapTo4kKa.

KoHCynbTuUpyiiTe peryyisspHO CaiT Ballero 6aHKa AJisi 3SHaHUS Mep
6e30MMacCHOCTY IIPY MCIIOJIb30BAaHUM IJIATEXXHOM KapTOYKM U
KOHTaKTHBIE fJaHHble 6aHKa B ClTy4Yae HEO6XOHMMOCTH.

B cityuae yTepu, KpaXku MM APYTUX NMOJO3PUTENIbHBIX CUTYaLUA
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JMCIIONIb30BaHUHU
IJIaTeXHOM

KapTO4YKK

AXTHBaLUusa yCOyr
yBeZloOMIIeHM I 06
OCYLI[eCTBIIEHHBIX

cAenkKax

BesomacHoe
xpaHeHue/
MCIIONIb30BaHMe
IIaTeXHON
KapTOYKM U
MOATBEPXAAI0LINX

OOKYMEHTOB

He3aMeJIUTENIbHO MHPOPMUPYITE 6aHK U TPe6YyITe 6JI0KMPOBKY
KapTOuKy. YCIIyIM II0 IofAepikkKe 6aHKOBCKUX KapTO4YeK JOCTYIIHbL
24/7/365.

IIpoBeprTe CyMMYy, YKa3aHHY10 Ha 9kpaHe POS-

TepMMHana/6aHKOMATa, IO HaYasa CAeJIKMA.

AKTUBHpYiiTe yernyry SMS- yBefloMIeHMe?, C ITOMOLIBI0 KOTOPOI Bbl
cpa3sy 6yzeTe yBefOMJI€HEL 06 OIIepaIjUsiX, OCYLIeCTBI€HHBIX C
IJIaTEeXHOM KapTOUKOM.

B cnyuae HeyzaBLIeCS CAEIKY C IIOMOLIBIO IJIaTEXHOM KapTOUKH,
He3aMeJIUTENIbHO IIPOBEPbTE OCTATOK CYETa, K KOTOPOMY
IIpUBsI3aHa IJIaTeXHas KapTO4Ka, IPOCMOTPEB COAEPXKMUMOE
TOJIyYeHHBIX YBEOMJIEHUM, UIIM C IOMOLIbI0 MHTEPHET-6aHKMHTA,
MOGUIIBHOTO 6AaHKMHTA UIIU OPYTUX CPeACTB, IPeoCTaBIeHHBIX

6aHKOM-9MUTEHTOM OJis 9TOro.

XpaHKUTEe KaPTOUKY B YCIIOBUSAX, UCKITIOUAIOLINX ee MIOBPeXZeHue,
YTep1o UK Kpaxky, Iy KOMIIPOMETHPOBaHNe BBeIeHHbIX Ha Hell
JaHHBIX.

IMopgnuuinTe KAPTOYKY HA 06PaTHOM CTOPOHE B YKa3aHHOM MeCTe
He3aMe[JINTEJIbHO IIPK ee IOJTyYeHUN.

He nepepiaBaiiTe KapTOYKy APYTUM JIMILIaM.

TpebyiTe oCcyllecTBIIeHNE OIIepaLii Y TOProBLja/6aHKOBCKOM KacChl
TOJILKO B CBOEM IIPUCYTCTBUY, He IT03BOJsNTE ee boTorpadpupoBanue
WM KCEPOKC JIMIIaMM, He MMEIOLIMX pa3pelieHye Ha OCYLIeCTBIIeHNe
JaHHBIX AeJICTBUMN, BO u36eXxaHNe KpaXky AaHHbIX, BHECEHHBIX Ha
KapTOYKY, KOTOpble MOTYT 6BITH MCIIONIb30BaHbl IIPK
OCYLeCTBIIEHUM OII€paLiuii B OHJIaH-CPege.

H36eraiiTe XxpaHUTh/IIepefaBaTh KOHDUeHLIMANBbHY0 MHOOPMAaLIN1O0
nocpefcTBoM TernedoHa, 3IEKTPOHHOM IOYTHL ¥/UIK GPYTUMU
crnoco6aMy CBSI3M Yepes3 He3allUIIeHHble KaHaJbl.

TpebyiiTe NOATBEPXXAAIOLIME AOKYMEHTEL MY IPOCMAaTPUBaNTe
TOJTyYeHHOE YBeJOMJIeHNE II0CIIe KaXX/O0M Oeparu,
OCYLEeCTBIIEHHOJ Ha CIIeLaJIbHOM yCTpoicTBe (baHkoMaT, POS-
TEePMMHAJI) ¥ TUIATEeJIbHO IIPOBEPbTE BHIIEJIEHHYI0 HAa HEM
uHopMaruio (4KCII0, HOMep KapTouky, haMunmus/ums, cymma
oIepanyy, BaJylloTa OIepanumn).

XpaHuTe BCe MOATBEPXAAl0LIe JOKYMEHTD], CBSI3aHHBIE C
ommepauysiM¥y, AJIsl UX CBEPKYU C OIlepalisiMy, YKa3aHHbIMY B

BBIIIMICKE CUEeTa.

1. JarnHAaA yciayra IpegocTaBaAIeTCa 6aHKaM¥H KaK B 6aHKOMATax, TaK ¥ MOCPEZCTBOM
aBTOMAaTH3UPOBAHHBIX CHCTEM AWCTAHIJHOHHOI0 06CIy)XXHBaHuA (internet-banking, mobile-banking n

AD.).

2. HanHas ycityra 1no3BOJIAeT II0JIy4aThb YBEQOMJIEHHUA HA MO6MITbHOE YCTPOﬁCTBO 6e3 IIOQK/TIOYEHNA K

HMHTEPHETY.

PexoMeHpzauuu gisa 6€30I1aCHOI0 MCIIONIb30BaHMSI IIJIATEXXHOM KapTO4YKH B OHJIAMH-



cpexne

IIpoBepka
6e30I1aCHOCTH

OHJIANH-

TOPrOBILIEB

Hcnonb3oBaHue
6e3omacHoOM
cpepbl gns
OCYLeCTBJICHUS

IIaTeXxen

Hcnonb3oBaHue
EEXX3) |

CVV2/CVC2/CID
¥ OFHOPa30BbIX

napoinen

IMpoBepbTe B paMKax 9JIEKTPOHHBIX TOProOBbIX INIAaTHOPM Hanmuuue
cumMmBonoB 3D- Secure (Mastercad SecureCode, VERIFIED by VISA,
American Express SafeKey). OHM 06B19HO OTPaXX€HB1 B HYDKHEN
CTOpPOHE Be6-CTpPaHUI[bl TOPTOBIIA.

Y6epuTech, YTO CajiT TOPTOBIA 3aN[MUIEH HaMM4ueM joroTuma SSL3
WY €ro aZipec HauuHaeTcs ¢ https://”, 4To o603HavaeT
undpoBaHye IlepeflaBaeMoy MHGpopMaruu;

Huxorzga He npepocTaBnsiTe PIN-Kof, Ipy oCcyILieCTBIeHUN
OHJIAMH-OIepaLuil OH He HY>XeH, I03TOMY HY OAVH OHJIaMH-
TOProBel] He BIIpaBe TPe60BaTh ero BHECEHNE B CIIeI[MaIbHOE I10JIe
Ha 9JIeKTPOHHOM TOProBoM minaTdopme.

Hs6eraiTe MCIIONIb30BaHME ONLUY «XPaHEeHNe JaHHbBIX»,
[OIIyCKaloLley BO3MOXXHOCTD OCYLIECTBIIEHUS 6YAYLIMX OIlepalun

6e3 He06XOLMMOCTY BBOZja AaHHBIX IIaTEXHOM KapTO4YKMH.

H36eraiiTe ucnonb3oBaHue ny6nuuHbix ceTen Wi-Fi gns
OCYILIECTBIIEHUSI OHJIaMH-ONepanu, Tak KaKk OHU MOTYT
MCIIONIL30BAThCA JIsl 3aXBaTa IepeflaBaeMblX JJaHHbIX.

3auuTUTE CBOM KOMITBIOTED, aKTUBYUPYSI 0O6HOBJIEHUS
6e30I1aCHOCTH, IPeICTaBNIsIeMble IOCTABLIMKAMM IIPOIrPaMMHOI0
obecreyeHus (kak IIpaBuIIO, 6€CIIATHO) ¥ YCTAaHOBUTE
aHTMBUPYCHYIO IPOrpaMMy MIIM MporpaMmy antimalware?,
KOTOpasi IOMOXXET 06HapY>XXUTh MOLIeHHUYECKIEe IIPOrPaMMBbl,
npefHa3HAYeHHBlEe AN c60pa BBeIeHHbIX IMYHbBIX JaHHBIX,
O6HAPYXUTH CaMThl, CO3aHHble MOLIEHHUKAMM JJIsI IIONTyYeHUs
KOHpMAeHIIMANbHBIX AaHHBIX W T. J.

Hs6erayite JocTyIa K II0O3PUTEIbHBIM CCbUIKAM B 9JIEKTPOHHBIX
NUCbMaX, COIMANIbHBIX CETAX, IPorpaMMaxX MIHOBEHHOM epefaym
COOb61IeHMM, 0CO6EHHO B TeX CIIydasixX, Korga TpebyeTcss BHeCEHUe
NIMYHBIX JaHHBIX MY MHGOPMALIUY C KAPTOUKHA.

B ciryuae oHIaiH-C/IeJIOK PeKOMEHyeM JMCII0NIb30BaHue
BUPTYaNIbHOM KapPTOUYKM , HA CYET KOTOPOM MOXXETE IIePeUMCINTD
NIYIIBb HEO6XOAMMYIO IJIsI OIlepaLiiy CYMMY.

XpaHuTe BCe IOATBEP XXKAAIOLIME JOKYMEHTHI IT0 OCYLIeCTBIIEHHbIM

ormepanyMsaM A0 OKOHYATEJIbPHOTO pacyeTa CYMM CO cYeTa KapTO4YKN.

He coo6uianTe HukomMmy Koz CVV2/CVC2/CID unu m0601 APYyron
OZHOPA30BHI ITAapoJIb, IIOJTYYEHHbIH OT BaLlero 6aHKa AJs
aBTOPM3aIiUY IJIaTeXXa WIIH MOAKIII0YeHNs K CCTeMe MHTEepPHeT-

6aHKMHIa/MO6MIIBHOTO 6aHKMHTA.

3. CTaHzapT 6€30IacHOCTH JJIS CBA3H MEXTY 6pay3epoM ¥ CEPBEPOM.

4. IlIporpaMma 3aLjHUThl, CIIELHAIbHO pa3pab0TaHHAS /I IPOTHBOZEHCTBHUA IPOrPaMMHOMY
obecrieveHHI0, IPEFHA3HAYCHHOMY G IPOHUKHOBEHHS MV ITOBPEXXFEeHNUI HHPOPMAL[HOHHOH
crcTeMbl (KOMIIBIOTEPA) 6€3 CorIacys BIageabIa.

5. KapTqua, II03BOIA0Iasd OCyLJeCTBIIATH TOJIBKO OHJIAHH -orepangmnmu, 6}’,[[}/'1}! HpIIB}I.?aHHOIZ K
OTHEJIbHOMY IIVIATEXXHOMY CYETY. OTCYTCTBKE MAarHuTHOV JIEHTBI ¥ YHIIa HE AoIyCcKawT



ocyLjecTBIIEHHE IIJIATEXKEH B PU3NIECKOH CPELE.
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