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PasBepHyTb CKpbIBAaTh

PeKOMeH,Z[aI_H/II/I 10 IIOBBINIEHNIO 0€30IIaCHOCTH npn

JICITI0JIb30BAaHUM IJIaTE>XKHOU KapTO4YKIAN

PekoMeHAaMM 110 6€30ITaCHOMY MCITOIb30BAHMIO TUIATEKHOM KapTOUKM B (PU3NUECKOI cpefie

- YnpasneHuve PIN n

OpYyrimMm Kogamm /

naposiamMmn

MprvmeHeHne
KOJINYECTBEHHbIX
npeaenos Ha
exeaHeBHble

onepaumu,

ocyulecrsyieHHble

MAATEXHOW KAPTOYKOW

MprmeHeHVe mep
npefoCTOPOXHOCTH
NpyY NCNONIb30BaHUM

NAaTEXHOM KapTOUKM

XpaHeHwne PIN-koza B cekpeTe, koga CVV2 / CVC2 / CID nnn moboro Apyroro naposns,

CBAA33HHOrO C MCMOJ1Ib30BAHNEM MIATEXHOW KaPTOYKM

He coobuyarTe PIN-KO HUKOMY, axe YieHaM cemMbh (HMKTO He MMeeT Nnpasa
3anpalwmeaTh PIN-kog, kog CVV2 / CVC2 / CID unn noboi Apyroi naposb).
3anomuuTe PIN-KOf, He 3anmCbiBan €ro Ha NaaTexHon KapToyke Uan Ha Ntobom
Npyrom HocuTene.

Jaxe ecnv 3anncann PIN-kog, ybeanTech, 4TO 373 MHGOPMALMA XPAHUTCA B
6€30MacHOCTI, OTAE/IbHO OT NIATEXHOW KapTbl.

XpaHWTe KOHBEPT C yA3BMMbIMM NAEHTNDUKALMOHHBIMW AaHHbIMK, MOJIYYEHHbIMM
13 6aHKa B MOMEHT nosydyeHmns kaptouku (PIN, CVV2 / CVC2 / CID) oTaenbHO OT
KapTOYKM, YTODbI MCKIOUNTb MX OHOBPEMEHHOE XpaHEHWE B C/lydae
HECaHKLMNOHMPOBAHHOIO NCMOJ1Ib30BaHMA.

BeoaunTe PIN-KOA OCTOPOXKHbIM CMOCOBOM MpuW CoBepLUEHWM niaTexen 8 POS-
TEPMWHANAX NIV NPU CHATUN HaZIMYHbIX B BaHKOMaTax 6aHKa, 4Tobbl M3bexaTb nx
MOLLEHHMYECKOro BOCMPOM3BEAEHMA 1 MCMOIb30BAHNSA TPETbMMM INLIAMMN.
Meproanyeckn MeHsmnTe PIN-kog'.

He ncnonbayinte kombuHaumio umdp / 0bwmin naposib 414 40CTYNa KO BCEM
MAaTEXHbIM MHCTPYMEHTAM.

HemeneHHO cBAXMTECH C BaHKOM 1 n3MeHnTe PIN-KO B C/1ly4ae Nogo3peHns

OTHOCNTEJIbHO HECaHKLMOHMPOBAHHOIO B1IaA€HMA UM APYIMMK TNLUaMN.

Lns npeaynpexaeHns MOLLEeHHNYeCTBa, aKTUBM3NPYNTE ONUMIO NPYMEHeHNA
KOJIMYECTBEHHbIX NPEeNoB /18 OnepaLyi, OCyLWeCTBAEHHbIX NOCPeACTBOM
NAaTEXHOM KapToYKK. [peenom ABASETCS MAaKCMMaibHbIM 3H3YEHEM OMNepaLni
NIV M3KCMMasIbHOE KOJIMYECTBO OMepaLinii, KOTOPbIX MOXHO OCYLLECTBAATD
exe[lHeBHO/exeHeAe1bHO/3a onpeeieHHbI Nepro C NIaTEXXHOro c4eTa, K

KOTOPOMY MpUKPernIeHa naaTexxHas KapTouka.

KoHCybTVpyITe peryispHoO CanuT Ballero 6aHka 418 3HaHMA mep 6e30macHoCTy
NpKY NCNOb30BAHNN NAATEXHOM KAPTOYKM U KOHTAKTHbIE AdHHble 6aHKa B C/lydae
HeobxoANMMOCTL.

B cyyae ytepn, Kpaxu Uam Apyrnx NoA03pUTebHbIX CUTYaLUA He3aMeaAINTeIbHO
NHbOPMUpPYNTE BaHK 1 TpebyinTe HI0KNMPOBKY KapTOYKW. YCIyr No noanepxke
BOaHKOBCKMX KapTo4ek JoCTynHbl 24/7/365.

MpoBepbTe CyMMY, YKa3aHHYIO HA 3kpaHe POS-TepmmHana/6aHkomaTa, 40 Havana

caenku.

2

AKTVMBMPYITE yCyry SMS- yBejloMeHre?, C MOMOLLbIO KOTOPOW Bbl Cpa3y byaeTte

yBeloM/IeHbl 06 ONepaLMAX, OCYLLECTBIEHHbIX C MIATEXHOM KapTOYKOW.


http://www.bnm.md/

AKTMBaUMSA yCiyr
yBeloMieHns 06
OCYLLECTBAEHHbIX

caenkax

BesonacHoe xpaHeHne/
MNCMosb30BaHne
MATEXHOM KAaPTOUKM 1
NoATBEPXA3OLLNX

[OKYMEHTOB

B cnyyae HeyaasLlenca caesikm ¢ MOMOLLbIO M1ATeXHOM KapTOYkK,
He3amMea/IMTeIbHO MPOBEPbTE OCTATOK CYETa, K KOTOPOMY NPMBA3aHa MiaTexHas
KapTOYKa, MPOCMOTPEB COAEPXKIMMOE MOYYEHHbIX YBEAOMIEHWIA, U C MOMOLLBIO
NHTEPHET-0aHKIMHIa, MOBNIbHOro BaHKMHIA UK APYTX CPeACTB,

npeaocTaB/1€HHbIX H6aHKOM-3MUTEHTOM A/1A 3TOTO.

XpaHnTe KapTOYUKY B YC/IOBUAX, MCK/TIOYAIOLLNX €€ MOBPEeXAEHME, YTEPIO UK KPaxy,
NI KOMMNPOMETMPOBAaHMNE BBEEHHbIX Ha HEI AaHHbIX.

rMoAnMwmnTEe KAPTOYKY Ha 0OPATHOM CTOPOHE B YKa3aHHOM MecTe
He3ameaMTeIbHO NP ee Noay4YeHun.

He nepenaBaiTe KapTouKy APYrvM JINLIAM.

TpebyiiTe OCyLLECTBIEHME ONEPALIMIA Y TOProBLa/6aHKOBCKOM KaCChl TOMIbKO B
CBOEM MPUCYTCTBMN, HE NO3BOIANTE ee GOTOrpadrpOBaHME NN KCEPOKC JINLIAMK,
He MMetoLLMX Pa3peLleHme Ha OCyLLIeCTBeHME AaHHbIX IeMCTBIIA, BO M3bexaHne
KPaXu AaHHbIX, BHECEHHbIX Ha KAPTOYKY, KOTOPbIe MOTYT BbITb MCMOb30BaHbI NPK
OCYLLEeCTB/IEHNM OMEePaLMIA B OHIANH-Cpeae.

MN36eraiiTe XxpaHNTb/MepenaBaTb KOHOWAEHLMATbHYIO MHDOPMALMIO MOCPeACTBOM
TenedoHa, 31eKTPOHHON NOYTbI U/WAK APYriMMI1 CNocobamm CBA3N Yepes
He3alLMLLEHHbIe KaHabl.

TpebyiiTe NOATBEPXKAAIOLLIME JOKYMEHTbLI MM NMPOCMATPMBANTE NOYyYeHHOe
yBeAoM/IeHME NoC/Ie KaxX Ao onepaumm, OCyLWecTBeHHOM Ha CneuyaibHOM
ycTponcTee (baHkomaT, POS-TepmmnHan) 1 TLaTeIbHO NPOBEPbLTE BblAe/I@HHYIO Ha
Hem MHGOPMALMIO (YMCI0, HOMEP KapToUKM, GamMnana/Mms, Ccymma onepaumm,
BaJItOTa Orepaumm).

XpaHuTe BCe NOATBEPXKAAtoLLME AOKYMEHTbI, CBA33aHHbIE C Onepaunamm, Aas nx

CBepKKM c onepaumamm, yKasaHHbIMM B BbIMNNCKe CHETa.

1. HaHHas ycdiayra rnpefocCTaBiIsieTcd GaHKaMM KaK B 6aHKOMaTaX, TaK M ITIOCPeCTBOM aBTOMATMU3MPOBAHHDBIX CMICTEM

OVICTAaHIIMOHHOTO 06Ccmy>kuBaHus (internet-banking, mobile-banking u gp.).

2. ,HaHHaFI YCiayra IIO3BOJIAET II0JIy4aTh YBEAOMJIEHN S Ha MOGUIIbHOE YCTPOf/iCTBO 6e3 IIOOK/IIOYEHNSA K MHTEPHETY.

PekoMeHAauum A1 6€30TIaCHOTO MCITO/Ib30BAHMS TIJIATEKHOM KapTOUKM B OHJIAMH-Cpeze

=03

[TpoBepka
6e3onacHocTm

OHJIANH-TOProBLEeB

— [poBepbTe B paMKaXx 3/IEKTPOHHbIX TOProBbIX Ma1aTGOPM HaIMYMe CUMBOJIOB

3D- Secure (Mastercad SecureCode, VERIFIED by VISA, American Express

SafeKey). OHM 06bIYHO OTPAXKEHbI B HIXHEN CTOPOHE BE6-CTPaHMLbI TOProBLa.

— Yb6eantech, 4TO CaNT TOProBLA 3aLLUMLLIEH HASIMUYMEM SIOrOTUMNA SSL3 wnm ero

aapec HauymHaeTca ¢ ,https://”, uTo 0603HavaeT WNdpPoBaHKe NepeaaBaemon

nHdopmauny;

— Hwukoraa He npenocTasnante PIN-koa, Npy OCYyLLECTBIeHNM OHIanH-onepaLmi

OH He HYy>XXeH, MO3TOMY HN OAWH OH}'Ial;IH-TODI'OBeLl He BMnpase TDe6OBaTb ero

BHECEeHMe B CreumasibHOe MoJie Ha 3/1eKTPOHHO TOProso niatdopme.

— W3b6eranTe NCNosib30BaHMe ONLMN «<XPaHEHNe AaHHbIX», [JOMNYCKaoLLen

BO3MOXHOCTb OCyLecCTB/IeHNA 6yuyu_w1>< OI'IeDaLl,l/ll;I 6e3 HEO6XO,D,I/IMOCTVI BBO/Aa

OaHHbIX naaTexxHon KapTo4KWN.

— VI3beranTte ncnosnb3osaHmne nybanyHbIx ceten Wi-Fi 014 ocyliectsieHns

OH)'Ial?IH-OI'IeDaLI,I/IVI, TaK KaK OHW MOTYT NCNOJ1b30BaTbCA A/17 3aXBaTa

nepenaBaemMblX AaHHbIX.

—  3awmnTnTe cBOM KOMMbKOTEP, aKTNBMPYA obHoBNEHMS 6930ﬂaCHOCTVI,

npeacraBsifgemMble NOCTaBLUMKAMN NMPOrpaMmMHOro obecneyeHns (KaK npasnno,

6ecnnaTHo) 1 YCTAaHOBNTE aHTMBMPYCHYIO MPOrpaMmy 1Man nporpammy



antimalware®, KoTopas NOMOXeT 06HapPyXWTb MOLLEHHMYECKMe NPOrPaMMbl,

licnonb3oBaHme .
npeaHasHadyeHHble 418 cbopa BBEAEHHbIX IMYHbIX AaHHbIX, 0OHAPYXWTb CalThbl,

6e30MacHoN cpeabl
CO3/aHHbIE MOLLIEHHMKAMM /18 MOJyYeHNA KOHDUAEHUMAbHBIX AAHHbIX 1 T. .

N8 OCyLLeCTBAeHNA .
— W36eranTe OCTYNA K NOA03PUTESIbHBIM CCbIIIKAM B 3/1€KTPOHHbIX MUCbMAX,

nnatexemn . .

CouMasnbHbIX CETAX, MPOrPaMMax MrHOBEHHOW Nnepenayn cooblleHnin, ocobeHHo
B TEX CJ1y4anx, Koraa Tpebyetca BHeCeHME INMYHbIX JaHHbIX MU MHGOPMALN C
KapTOYKM.

— B c/yyae oHNarH-cAe10K peKoOMeHAYEM MCMOJ1b30BaHME BMPTYalbHOW KapTOUKM
, Ha CYeT KOTOPOW MOXETe NepedncInTb nLlb HEOOXOANMYIO 418 OrnepaLm
CyMMmy.

— XpaHuTe BCe NOATBEPXAZOLME AOKYMEHTBI MO OCYLECTBIEHHBIM ONEePaLMAM

A0 OKOHYaTe/IbHOro pac4eTa CyMM CO CHeTa KapTOYKK.

@ Mcnonb3osaHue Koaa

CVV2/CVC2/CID n

OHOPAa30BbIX

— He coobuyanTe Hukomy kog CVV2/CVC2/CID nnn noboi Apyrori 0oAHOPa30BbIi
Napo/ib, MOIyYeHHbI OT Ballero 6aHKa /19 aBTOPM3aLMM NAaTeXa W

. NOAKJTIDYEHNA K CMCTEME I/IHTeDHeT-6aHKI/IHI'a/MO6I/IJ'IbHOI'O BaHKMHTa.
napoJsien

3. CTaHZapT 6e30MMacHOCTH JIS CBSI3V MEKZLy Gpay3epoM M CepBEPOM.

4. [TporpamMma 3alllMThl, CIleLiMaJbHO pa3paboTaHHas AJIsl IPOTUBOAEICTBUS IPOrPaMMHOMY 06ecliedeHUIO,
IpeJlHa3HAYeHHOMY JIJIsI IPOHMKHOBEHMS VIV MOBPEXAeHNS MHPOPMALIMOHHOI C1CTeMBbI (KOMIIbIOTepa) 6e3 coriacust
BJIaflesIblia.

5. KapTouKa, I103BOJISIIONIAsT OCYIeCTBIISTh TOIbKO OHIAMH-OIepaluy, 6yydy IPUBSI3aHHO K OTAETbHOMY
IUTaTeXXHOMY c4eTy. OTCYTCTBME MarHUTHO JIEHTHI M UMIIA He JOMYCKAIOT OCYIlecTBIIeHMe IUIaTeXXell B (pM3MuecKon

cpeze.

MeTk1n

PexoMeHaanum i

fe3o0macHOe MCII0/Ib30BaHYE TUIATEXKHAS KAPTOYKA p]
IJIaTeKHble KAPTOYKM [3]

Victrounuk YPJI:
http://www.bnm.md/ru/content/rekomendacii- sheniyu-bezopasnosti-pri-ispolzovanii-platezhnoy-kartochki
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